[bookmark: _GoBack]









Getting Started





	
	SimSocket Monitoring








	[image: ]

	 www.maximatecc.com




	
	

	CrossTecc
	Revision:

	Software Application Platform
	Date: 2013-09-25

	
	

	
	

	
	



	
	

	SimSocket  Monitoring
	Revision 1.0

	Getting Started
	Date: 2015-10-20




	[image: ]
	maximatecc AB
P.O. Box 83 • SE-822 22 Alfta • Sweden
Phone: +46 271 75 76 00• info@maximatecc • www.maximatecc.com




Contents
Revision history	2
Glossary	2
1.	Brief Introduction	3
1.1.	Regarding Support	3
1.2.	Architecture	3
1.3.	Simplified Start	4
2.	Components and Installation	4
2.1.	Setting up the environment	4
2.2.	Additional Tools: Wireshark	5
3.	The .bat file	5
4.	The SimSocket Monitoring Launcher Tool	5
4.1.	Configuration	6
4.2.	Wireshark Configuration Options	6
5.	Parameters	6
5.1.	SimSocketMonitoringServer.exe Parameters	6
5.2.	Wireshark Parameters	7
6.	Known Limitations and Troubleshooting	7
6.1.	Known Limitations	7
6.2.	Troubleshooting	8

[bookmark: _Toc265494471]
[bookmark: _Toc433694071]Revision history
	Rev
	Date
	Author
	Comments

	1.0
	2015-10-20
	Rikard Land
	First Version for SimSocket Monitoring



[bookmark: _Toc433694072]Glossary
	Word/Abrevation
	
	Explanation
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	







[bookmark: _Ref368901974][bookmark: _Toc433694073]
Brief Introduction
[bookmark: _The_CrossTecc_Software][bookmark: _Toc367801656][bookmark: _Toc264444130]The SimSocket Monitoring add-on makes it possible to use Wireshark, a free network monitoring tool, to monitor the network messages in a simulated SimSocket network. The add-on makes use of Wireshark’s capability to read network events over a pipe according to a standard protocol. 
The SimSocket Monitoring add-on contains the following components and parts:
· SimSocket Monitoring Server, the application reading SimSocket messages and sending them to Wireshark.
· Two simple but useful components that simplify start of network monitoring in Wireshark on a specific network:
· The SimSocket Monitoring Launcher Tool, a simple GUI application 
· A bat file
· Documentation (this document)
The SimSocket Monitoring add-on does not contain Wireshark itself; see section 2.2 below.
[bookmark: _Ref433637463][bookmark: _Toc433694074]Regarding Support
The SimSocket Monitoring add-on has been created as part of a research project[footnoteRef:1] and is provided “as is”, as a separate add-on to SimTecc, and is not covered by the ordinary SimTecc support agreements. Knowing this, should you have any problems or suggestions for improvements, you are nevertheless welcome to contact the SimTecc support at SimTecc-support@maximatecc.com.  [1:  AGENTS, see http://www.es.mdh.se/projects/376-AGENTS 
] 

For troubleshooting, however, please first consult section 6.
[bookmark: _Toc433694075]Architecture
The architecture of the SimSocket Monitoring add-on is described by the figure below. The figure illustrates an example during runtime, showing two example user applications A and B, which in this example communicate on simulated networks 1 and 4.

[image: ]
Note:
· For each simulated network to be monitored, one instance of the SimSocket Monitoring Server needs to be started. 
· Each instance of the SimSocket Monitoring Server opens exactly one pipe named “\\.\pipe\SimSocketX”, where X is the network number. (See more instructions on parameters in section 5.1 below.)
· One instance of Wireshark connects to this named pipe. Note that a pipe has only two ends, so only one instance of Wireshark can connect to the same pipe. (See more instructions in section 5.2 below.)
[bookmark: _Toc433694076]Simplified Start
To make the launching of both the SimSocket Monitoring Server and Wireshark as simple as possible, the following mechanisms are provided:
· A bat file, accessed with the shortcut “Launch Wireshark + SimSocket1” in the Start menu. See section 3 below for further description.
· The provided bat file opens the SimSocket network 1. The bat file can be used as a starting point for user scripts, e.g. accessing other networks.
· The “SimSocket Monitoring Launcher Tool”, accessed from the Start menu. See section 4 for further description.
[bookmark: _Toc433694077]Components and Installation
The SimSocket Monitoring components are installed in the SimTecc folder in the start menu, see the figure below. Each of the links installed is explained in the following.
[image: ]
[bookmark: _Toc433694078]Setting up the environment
In addition to executing the installation package the following steps need to be completed:
· Install Wireshark (see section 2.2 below)
· To verify the installation, and to getting started with SimSocket monitoring, do either or both of the following:
· Click “Launch Wireshark + SimSocket1” in the Start menu. See section 3 below for further description.
· Click “SimSocket Monitoring Launcher Tool” in the Start menu. See section 4 for further description.
[bookmark: _Ref433611006][bookmark: _Ref433625127][bookmark: _Toc433694079]Additional Tools: Wireshark
The following additional tools must be installed on your PC:
· Wireshark, can be retrieved from https://www.wireshark.org/ . 
The add-on has been tested with Wireshark version 1.12.8. Since the add-on makes use of Wireshark’s capability to read network events over a pipe according to a standard protocol, the add-on should be compatible with many other versions of Wireshark, past and future.
[bookmark: _Toc433694080][bookmark: _Ref433618143]The .bat file 
Click “Launch Wireshark + SimSocket1” in the Start menu. This link calls a bat file. A console window should open, and Wireshark opens, showing the simulated network 1. To see any network events, you may start any application which sends something on SimSocket network with index 1.
If the behavior is not as described above, the paths in the bat file are not correct, and need to be corrected. Do the following:
· The bat file is located in your SimTecc installation directory, e.g. “C:\Program Files\SimTecc\bin\SimSocketMonitoring\” (depending on the folder chosen during installation). 
· Update the paths to SimSocketMonitoringServer.exe and/or Wireshark.exe, to match the directories on your computer.
[bookmark: _Ref433618168][bookmark: _Toc433694081]The SimSocket Monitoring Launcher Tool 
Click “SimSocket Monitoring Launcher Tool” in the Start menu. This should open a simple GUI application (see figure below). 
[image: ]
Click the “Start” button for any of the SimSocket networks. The following will happen:
· The “Status” label will change to “Monitoring in progress …”
· The SimSocket Monitoring Server is launched (in the background, i.e. no command window will be visible)
· Wireshark is launched, and opened with the .
To stop monitoring, press the corresponding “Stop” button for the SimSocket network. Note that this will also close the corresponding Wireshark instance, so be advised not to press “Stop” until you have e.g. saved the captured network packages.
[bookmark: _Toc433694082]Configuration
In case of any error messages, or if Wireshark is not launched, update the paths on the “Configuration” tab, to SimSocketMonitoringServer.exe and Wireshark.exe, to match the directories on your computer.
[image: ]
[bookmark: _Toc433694083]Wireshark Configuration Options
The options on the “Configuration” tab are directly translated to the Wireshark startup parameters described section 5.2 below.
[bookmark: _Toc433694084]Parameters
[bookmark: _Ref433622750][bookmark: _Toc433694085]SimSocketMonitoringServer.exe Parameters
The SimSocketMonitoringServer.exe needs the name of the simulated network to start monitoring, on the form “SimSocketX”, where X is the network number. 
The SimSocketMonitoringServer.exe will open the simulated network with number X, and open a pipe named “\\.\pipe\SimSocketX”, and forward the messages on the network to the pipe, in the standard format Wireshark can read.
Example:
SimSocketMonitoringServer.exe SimSocket1
[bookmark: _Ref433619258][bookmark: _Toc433694086]Wireshark Parameters
The following parameters to Wireshark are utilized in both the bat file and The SimSocket Monitoring Launcher Tool, and are useful for any user-created scripts, shortcuts, etc.:
	Parameter
	Meaning

	-ni \\.\pipe\SimSocket1 
	Open the pipe SimSocket1

	-k 
	Automatically start packet monitoring at launch

	-o tcp.analyze_sequence_numbers:FALSE 
	Turn off packet sequence warnings. 
Since TCP packet sequence numbers are not part of the SimSocket, without this option, Wireshark will give warnings for missing TCP sequence numbers.

	-o ip.check_checksum:FALSE
	Turn off checksum warnings. 
Since IP checksums are not part of the SimSocket, without this option, Wireshark will give warnings for erroneous IP checksums.



Example:
"C:\Program Files\Wireshark\Wireshark.exe" -ni \\.\pipe\SimSocket1 -k -o tcp.analyze_sequence_numbers:FALSE -o ip.check_checksum:FALSE 

[bookmark: _Ref433637499][bookmark: _Toc433694087]Known Limitations and Troubleshooting
[bookmark: _Toc433694088]Known Limitations
The add-on comes with some known limitations:
· Since the add-on utilizes the pipe mechanism, there are some limitations:
· A pipe has exactly two ends, so there can be only one sender (i.e. the SimSocket Monitoring Server, which however reads all the traffic on the simulated network) and one receiver (i.e. Wireshark). 
· The SimSocket Monitoring Server cannot detect if the receiving end (i.e. Wireshark) has disconnected from the pipe, until it tries to send data over the pipe. The protocol used by Wireshark requires a header at the start of the pipe communication. Thus, if the SimSocket Monitoring Server detects transmission errors on the pipe, it will re-send the header each time it tries to send a new message. In many cases, this makes the communication sufficiently tolerant if Wireshark is closed and restarted independently of the SimSocket Monitoring Server, but not for the case where Wireshark is restarted (but not the SimSocket Monitoring Server), and no messages are sent on the network while Wireshark is unavailable. 
· If monitoring started using the bat file, the SimSocket Monitoring Server console window will remain after Wireshark is closed. It can be closed with Ctrl-C or the “Close” button (red with an “X” in the right corner of the window, see below).
[image: ] 
· The SimSocket Monitoring Launcher Tool keeps track of the corresponding instances of both the SimSocket Monitoring Server and Wireshark instances it has started. This means that the processes should normally not be ended manually from e.g. the Task Manager, but either by closing the Wireshark instance (i.e. from the Wireshark menus etc.) or by pressing the desired “Stop” button in The SimSocket Monitoring Launcher Tool.
[bookmark: _Toc433694089]Troubleshooting
If there seems to be some errors in the monitoring, please try the following:
1. [bookmark: _Ref433636838]Try the following:
a. Close all open Wireshark instances (process Wireshark.exe)
b. Close all open instances of the SimSocket Monitoring Server (process SimSocketMonitoringServer.exe)
Then try to restart monitoring as before.
2. [bookmark: _Ref433636910]If  (1) does not help, try the following:
a. Perform all steps of (1) 
b. In addition, close all instances of network
3. [bookmark: _Ref433636943]If (2) does not help, try to log off or restart your computer.
4. [bookmark: _Ref433637073]If (3) does not help, check http://support.maximatecc.com/ for advice; possibly this is solved in a later version of the add-on. This is especially likely if there is a mismatch between the basic SimTecc installation and the SimSocket Monitoring add-on, or between the SimSocket Monitoring add-on and a specific Wireshark version.
5. If (4) does not help, see section 1.1. 
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